Abstract-In this paper, we investigate the Physical Layer Security (PLS) of a multiple friendly jammers and multiple users wireless system in Device-to-Device (D2D) communications underlaying cellular networks with an eavesdropper. The aim is to maximize the increase of secrecy capacity of the entire system through optimal power allocation and jamming matching under various practical constraints. Firstly, the total increase secrecy capacity of D2D pairs with the help of jamming is derived, then we obtain optimal jamming power for each D2D pair and formulate the D2D pairs and jammers matching problem in the weighted bipartite graph via designing the Kuhn-Munkres (KM) algorithm. Finally, numerical results demonstrate that our scheme could greatly improve the secrecy performance of heterogeneous D2D and cellular networks.
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Introduction
A S a promising technology in 5G wireless communication system, heterogeneous D2D and cellular networks have caught more and more attention. In the heterogeneous D2D and cellular networks, D2D users who communicate directly with each other usually work as an underlay to the cellular network which means they share resources available with cellular users (CUs), thus leading to improvement in resource utilization and cell capacity [1] . However, there is potential secrecy hazard in heterogeneous D2D and cellular networks on account of the openness and broadcasting nature of wireless channel.
In order to provide the secure communications, the PLS is now emerging as a hot paradigm by exploiting the physical characteristics of wireless channels rather than traditional encryption technology which is complex and difficult in higher layers. As we know, the PLS work was pioneered by Wyner in 1975 in [2] . In [3] the authors proposed to make sure that the information can be perfectly protected when the transmitting channel is better than the eavesdropping channel. The secrecy capacity which means the difference between the channel capacity of legitimate link and the wiretap link was introduced in [4] . Furthermore, to enhance the secrecy performance, in [5] , [6] some special nodes are deployed as friendly jammers to play a role in degrading the eavesdropping channel, but few consider the heterogeneous D2D and cellular networks. In recent years, some research has been undertaken about PLS in heterogeneous D2D and cellular networks. In [7] , the interference caused by D2D is taken advantage of against the eavesdroppers and an optimal power allocation and access control scheme is derived. In [8] , the authors propose a security strategy with artificial noise through the jamming-aided precoding and the information precoding to improve the secrecy capacity of the heterogeneous D2D and cellular networks with a single user. In addition, an adaptive power and access control scheme for PLS of heterogeneous D2D and cellular networks is provided in [9] . Nevertheless, the works above just take into account the network heterogeneous consisting of single user and single D2D pair, little effort has been made on the complex but practical D2D underlay communications with multiple users and D2D pairs. Hence PLS of D2D and cellular networks with multiple users and D2D pairs is becoming a more and more important aspect for security issue. There is power allocation for PLS in D2D communication and cellular networks of both multiple cellular users and D2D pairs via two-level sequential Stackelberg game in [10] . In [11] , the authors utilized a weighted bipartite graph to formulate the one-to-one pairing problem between cellular users and D2D pairs. However, these research focus on the secrecy concern of cellular user while D2D pairs are ignored, and do not take advantage of security strategy such as introducing friendly jamming to substantially improve the secrecy capacity.
In this paper, we explore the total secrecy capacity of D2D pairs in the presence of multiple users, multiple D2D pairs and multiple friendly jammers from a joint optimization perspective. We first derive the optimal transmitting power of jamming to eavesdropper on each D2D pair own spectrum by maximizing the increase of secrecy capacity because of introducing friendly jammer. Based on the obtained optimal jamming power to eavesdropper, we further utilize bipartite graph theory [12] to formulate the problem as a matching problem. Specifically, we consider a single cell network with multiple cellular users, D2D pairs and jammers, and one eavesdropper that can listen to all the D2D receivers. We assume each CU can only share its channel with one D2D pair and each D2D pair can only access one channel. Then we build the matching access between D2D users and jammers with a weighted bipartite graph model. In the weighted bipartite graph, the vertices denote the D2D users and jammers, the edges weight represent the increase of secrecy capacity for each D2D pair when jamming comes. The Kuhn-Munkres(KM) algorithm is proposed on the basis of the graph theory. Meanwhile, the random and the greedy algorithms are applied for comparison. The rest of the paper is organized as follows. In Section II, the system model for heterogeneous D2D and cellular networks with multiple users is described. We then formulate the problem and construct the weight bipartite graph model and introduce KM algorithm to solve the optimal solution in Section III. Simulation results are provided in Section V and conclusions are given in Section 2. System model and problem formulation
System Description
We consider a scenario of uplink resource reused by the D2D communication underlaying a single cell with multiple jammers, as illustrated in Fig. 1 . In the system, M CUs (C i , i = 1, 2, ..., M ) communicate with a Base (B) in M orthogonal channels, M D2D transmitters and D2D receivers (X i , i = 1, 2, ..., M, X = {S, D})access the cellular channel, and D2D links in different channels are all eavesdropped by an eavesdropper (E) nearby while N jammers (j k , k = 1, 2, ..., N ) are transmitting jamming to degrade wiretap channel. For notational convenience, the transmit power for each CU and D2D transmitter is as set Pc, PD while P i J k represents the jamming power of the k-th jammer to the eavesdropper for i-th channel of D2D pair and the channel gain of
We assume all channels comply with the model of Rayleigh fading and each CU can share its channel with at most one D2D pair and vice versa. When C i shares its channel with D2D user Di, the signals received by Base, and D2D receiver and eavesdropper could be given by
where
respectively denote the transmit signal at i-th cellular user, i-th D2D transmitter and k-th jammer to the eavesdropper for i-th D2D oair, E x 2 = 1 . And for simplicity, n b , n i d and n e denote the AWGN with zero mean and N 0 variance. On the other hand, η defines interference coefficient from jammers to D2D user and cellular user which have limited intelligence to recognize the jamming.
Secrecy Probem Formulation
According to expressions above, the secrecy capacity of D2D pair D i with jamming is given as
. And the achievable data rate of cellular user with jamming is
By contrast, the achievable data rate without jamming can be written as
We
In this paper, our primary objetc is to guarantee secure communication of all D2D users. Hense, the problem is formulated to optimize the total increase of secrecy capacity for D2D users with multiple jammers by exploiting optimal jamming power and matching between D2D pairs and jammers. a ik is the key to the jamming access.
The first two constraints are due to that each D2D pair can match at most one jammer, and each jammer can help against wiretap for at most one D2D user .The last constraint can ensure to meet the QoS requirement of cellular link when taking interference from jammers into consideration.
Secrecy-Based Joint Power and Match Control
Optimal Power Allocation for Jamming
In this section, we derive the secrecy-based optimal power allocation at each jammer for D2D user to confuse the eavesdropper. Based on the last constraint in (9), the P i J k is further obtained as
Join t he power constraint in (9), the P i J k can be rewritten as,
To maximize the increase of secrecy capacity w i,k in (8), we mainly derive optimal power P i * J k , that is to say,
Deffirentiate expression above with respect to P i J k , we finally have
we put the problem into three conditions:
• when A = 0 , the extremums of problem are given by
. Take (11) into consideration, the maximum point may be at the set (11) is simplified as a boundary of transmit power.
• when A = 0 , the extrmum of problem is given by P
Similarly, the maximum point may be at
• when the equation has no dolution, the maximum point must be P 0
Thus the optimal power of jammers for D2D pairs to conduse eavesdropper to the optimization in (11) is described as
Weighted Bipartite Graph Construction
We first formulate the jamming access problem as a matching problem between jammers and D2D users in a weighted bipartite graph. We model the scenario as a bipartite graph G = (V, E) in Fig. 2. where V denotes the set of vertices and is partitioned into two disjoint vertices (D2D users and jammers) set U and J, and E denotes the set of edge in the graph . For each D2D pair D i and jammer J k , we can define an edges weight as w i,k in (8) . Based on the optimal power allocation for jamming obtained above, the edges weight is actually denoted by w * i,k . Here, a matching of an undirected graph G is defined as non-empty edge set A which satisfies that is a subset of E, and for all vertex in V, at most one edge connects to vertex. The mapping between A and A = [α i,k ] is met: Therefore, we transform the optimization problem in (9) into finding the maximum weighted bipartite matching of G.
Graph Based KM Algorithm
Based on the constructed graph, we propose to apply the KM algorithm to get the maximum weighted bipartite matching of graph G on the basis of graph theory.
In a weighted bipartite graph G = (V, E). We define a function-vertex labeling l, which is feasible labeling if
In addition, an augmenting path is a matching of graph A whose starting vertex and ending vertex are uncovered by the A, and edges are alternately in and out of the A . To get the maximal weight matching A, we first define a feasible vertex labeling
Moreover, construct the edge set
i,k and create an initial matching A in equality graph G e = (V, E l ). According to graph theory, we apply KM algorithm to obtain the maximum weighted bipartite matching in terms of that matching A of graph G e = (V, E l )maximizes the sum weight if matching covers all vertices in V. The detailed procedure of the KM algorithm is described below,
Numerical Results
In this section, we provide numerical results to illustrate the performance of the proposed scheme, and we also consider the random and the greedy algorithms as benches. In the simulation, BS is located at the center position (500,500) in a 1000 x1000 square, the location of eavesdropper is (500,750). 30 D2D pairs and cellular users are randomly distributed in the plane. Other parameters for simulation are listed as below.
In Fig.3 -Fig.4 , we separately study the relation between the total secrecy capacity and its increase of all D2D users and the number of introduced jammers. As we can see, the total secrecy capacity and its increase linearly increase with the increasing number of jammers. This is due to the fact that more jammers mean 
It worth mentioning that we will abandon the vertex whose vertex labeling l (U i ) ≤ 0, and set match (k) = 0.
2. Search the equality graphs. Start at the first D2D user U 1 , find the edge and cellular user holding the relation
, w * i,k > 0 but k-th jammer has matched a D2D user set Up (match (k) = p) , do the same job on Up until we find another matching jammer set Jq . Change the mark by match (k) = i, match (q) = p. Otherwise, go to the next step.
3. Assume that the vertex set A, B consisting of visited by Step2 D2D users U i and jammers J k , set β = min w * i,k , then update vertex labeling as follows:
4. Repeat Step 2 and Step 3 until equality graph for all D2D users is found. Finish the maximum weighted matching. more disturbance to eavesdropper. The curves show the total secrecy performance gets the higher gains when adopting our proposed scheme named KM algorithm, and joint optimal power allocation is the best choice. Besides, its seen that the trend of increase in secrecy performance becomes even stable after the number of jammers is beyond the number of D2D users because residual D2D users could not get any help from jammers. Fig. 6 provide the results of total secrecy capacity via joint optimal power allocation and KM algorithm versus interference coefficient from jammers to cellular Intuitively, the secrecy performance of D2D users gets worse when the QoS lower bound of cellular link becomew higher which reduce the possibility of jammingaided for D2D users. At the same time, the curve demonstrates the bad performance of system when the interference coefficient from jammers to cellular link increases.
Conclusion
In this paper, we investigate the PLS in heterogeneous D2D and cellular networks with multiple jammers and multiple users. Through joint optimal jamming power allocation and formulating the jammers access as a matching problem in a weighted bipartite graph and we apply KM algorithm to obtain the optimal solution. Simulation results show that the secrecy performance of D2D users could be improved significantly by using our scheme. Specially, the joint optimal power allocation and KM algorithm is the best scheme compared with random or greedy algorithm.
